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Abstract

Cloud computing is a type of emerging computing technology that relies on
shared computing resources rather than having local servers or personal de-
vices to handle applications. It is an emerging technology that provides ser-
vices over the internet: Utilizing the online services of different software.
Many works have been carried out and various security frameworks relating
to the security issues of cloud computing have been proposed in numerous
ways. But they do not propose a quantitative approach to analyze and eva-
luate privacy and security in cloud computing systems. In this research, we
try to introduce top security concerns of cloud computing systems, analyze
the threats and propose some countermeasures for them. We use a quantita-
tive security risk assessment model to present a multilayer security frame-
work for the solution of the security threats of cloud computing systems. For
evaluating the performance of the proposed security framework we have uti-
lized an Own-Cloud platform using a 64-bit quad-core processor based em-
bedded system. Own-Cloud platform is quite literally as any analytics, machine
learning algorithms or signal processing techniques can be implemented us-
ing the vast variety of Python libraries built for those purposes. In addition,
we have proposed two algorithms, which have been deployed in the Own-
Cloud for mitigating the attacks and threats to cloud-like reply attacks,
DoS/DDoS, back door attacks, Zombie, etc. Moreover, unbalanced RSA based
encryption is used to reduce the risk of authentication and authorization.
This framework is able to mitigate the targeted attacks satisfactorily.

Keywords

Cloud Computing, Data Security, Embedded Platform, Framework,
Security Threat

1. Introduction

Cloud computing is considered as a blessing of modern technology which has
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made a revolutionary change in our thinking about storing data. It is a low-cost
and remotely accessible system. We can store a huge amount of data and access
it from anywhere in the world at any time. In few years Cloud computing has
grown up from just being a concept to one of the major part of IT industry. It is
widely accepted as the adoption of virtualization, SOA and utility computing.
Cloud computing defines as a paradigm for enabling useful, on-demand network
access to a shared pool of configurable computing resources by The National In-
stitute of Standard and Technology (NIST). It generally works on three types of
architecture aspects namely SaaS (software as a service), PaaS (platform as a ser-
vice) and IaaS (infrastructure as a service). Software as Service (SaaS) serves the
services that exist in the cloud or applications to the end-users, whereas Platform
as Service (PaaS) offers accessibility of the platforms and Infrastructure as Ser-
vice (IaaS) provides processing, storage and other computing resources.

Cloud computing has various advantages and its application has drastically
increased in today’s IT based modern life. Due to its enormous benefits more
and more individuals and companies are placing their important information in
the cloud and therefore concerns are rising especially about the security of the
data stored in the cloud. Protecting data from unauthorized or third-party au-
thenticator is our main objective. The externalization of users, making it hard to
maintain data integrity, availability and privacy, that causes serious conse-
quences. Ensuring the security of cloud is one of the biggest challenges in cloud
computing systems [1] [2] [3]. In recent years, cloud services appear many secu-
rity accidents. For example, in March 2009, Google leaked a large number of
documents. Microsoft Azure platform stopped working for about 22 hours. In
April 2011, Amazon’s EC2 service disruptions, influences the service of Quora,
Reddit, etc.

These security problems caused a devastating blow. Therefore, to make the
enterprise and the organization accept cloud computing services, it is necessary
to solve the security problems involving it [4] [5]. Because of the high security
concerns, organizations are integrating various strategies and tools (like cloud
management and monitoring tools, and cloud security management tools) to
lessen these challenges. In this research, we discuss the possible threats\attacks
present in cloud computing environment and we propose our security model
and framework for mitigating all those security concerns in cloud computing
environments.

This research is organized as follows: Section 2 introduces literature review.
Section 3 includes an overview of cloud platform, Section 4 presents proposed
security model and framework. Section 5 describes performance evaluation and

finally, Section 6 concludes with mentioning future work.

2. Literature Review

Many researches had been performed a valued discussion about the security re-

lated issues in Cloud computing systems submitting a qualitative analysis and
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surveys related to the security issues. They propose some security strategies to
develop and deploy a qualitative security management framework on cloud
computing systems. Kashif et al. proposed a security model and framework for
secure cloud computing systems that identifies the security requirements, at-
tacks, threats and concerns associated to the deployment of the clouds [6]. They
also proposed that cloud security is not just a technical problem, but also in-
volves standardization, supervising mode, laws and regulations, and many other
aspects. Cloud computing is associated with development opportunities and
challenges, along with the security problem must be solved step by step. Ukil et
al. have analyzed security problems in cloud computing [7]. They proposed a
framework satisfying cloud security ensuring the confidentiality, integrity and
authentication of data. They provide security architecture and necessary security
techniques for cloud computing infrastructure.

Hu et al present a Law-as-a-Service (LaaS) model for automatic enforcing of
legal policies to handle queries for cloud service providers (CSPs) and their cus-
tomers [8]. The law-aware super-peer acts as a guardian providing data integra-
tion and protection. Sun ef al present a dynamic multidimensional trust model
in the basis of time-variant comprehensive evaluation multi-dimensional me-
thod [9]. In [2] the authors proposed a generic security management framework
allowing providers of cloud data management systems to define and enforce
complex security policies. They designed the framework to detect and stop a
large number of attacks defined through an expressive policy description lan-
guage and to be easily interfaced with various data management systems. They
showed that they can efficiently protect a data storage system by evaluating
their security framework on top of the BlobSeer data management platform. The
benefits of preventing a DoSattack targeted towards BlobSeer were evaluated
through experiments performed on the Grid5000 test bed. The work in [3] in-
vestigated the problem of assuring the customer of the integrity (ie. correctness)
of his data in the cloud. The cloud should provide a way for the user to check if
the integrity of his data is maintained or is compromised since the data is physi-
cally not accessible to the user. The authors provided a scheme which gives proof
of data integrity in the cloud which the customer can employ to check the cor-
rectness of his data in the cloud. In [4] the author discussed some security and
privacy issues in Cloud computing and suggested four methods for cloud secu-
rity and privacy including Access control method, policy integration, identity
management method and user control method.

In [10] the authors discussed the security issues in a Cloud computing envi-
ronment. They focused on technical security issues arising from the usage of
cloud services. They discussed security threats presented in the cloud such as
VM-Level attacks, isolation failure, management interface compromise and
compliance risks and their mitigation. In [11] the authors analyzed vulnerabili-
ties and security risks specific to cloud computing systems. In [12] the author
discussed some vital issues to ensure a secure cloud environment. This included

a basic view of security policies (e.g., inside threats, access control and system
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portability), software security (e.g., virtualization technology, host operating sys-
tem, guest operating system and data encryption) and hardware security (e.g.,
backup, server location and firewall). The author concluded that an important
issue for the future of cloud security is the use of open standards to avoid prob-
lems such as vendor lock-in and incompatibility.

La’Quata Sumter et al [8] illustrate the rise in the scope of cloud computing
has brought fear about Internet security and the threat of security in cloud
computing is continuously increasing. In [9] Meiko Jensen has shown that in
order to improve the security of cloud computing, the security capabilities of
both web browsers and web service frameworks, should be strengthened. This
can best be done by integrating the latter into the former. They focus on special
type of Denial of Service attacks on network based service that relies on message
flooding techniques, overloading the victims with invalid requests. They describe
some well-known and some rather new attacks and discuss commonalities and
approaches for countermeasures. Armbust M Fox et al [12] discuss that re-
sources should be virtualized to hide the implementation of how they are mul-
tiplexed and shared. Shaping the security of critical systems is very important.
Addressing the security issues faced by end-users is extremely mandatory, Re-
searchers and professionals must work on the security issues associated with
cloud computing. Strong security policies must be designed to ensure data is safe
and prevented from unauthorized access, in both corporate data centers and in
the cloud servers. M. Okuhara et al [13] explain how customers, despite their
deep-seated concerns and uneasiness about cloud computing, can enjoy the
benefits of the cloud without worry if cloud services providers use appropriate
architectures for implementing security measures. They also describe the securi-
ty problems that surround cloud computing and outline Fujitsu’s security archi-
tecture for solving them. In [14] author discusses the fundamental trusted com-
puting technologies on which latest approaches to cloud security are based. In
[15] argues that, with continued research advances in trusted computing and
computation supporting encryption, life in the cloud can be advantageous from
a business-intelligence standpoint, over the isolated alternative that is more
common nowadays.

Many researchers have proposed various security frameworks carried out re-
lating to the security issues in cloud computing in numerous ways. However,
they do not propose a quantitative approach to analyze and evaluate privacy and
security in cloud computing systems. This research primarily aims to analyze
and evaluate the most known cloud security problems in cloud computing sys-
tems and we focus on a few threats and attacks and try to mitigate these security

problems by developing algorithms.

3. Overview of Cloud Computing

As with any new technology, the definition of cloud computing is changing with

the evolution of technology and its services. No standard definition for cloud
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computing has yet been agreed upon, especially since it encompasses so many
different models and potential markets, depending on venders and services. In
the simplest of terms, cloud computing is basically internet-based computing.
The term “Cloud” is used as a metaphor for the Internet, and came from the
well-known cloud drawing that was used in network diagrams to depict the In-
ternet’s underlying network infrastructure. The computation in the internet is
done by groups of shared servers that provide on-demand hardware resources,
data and software to devices connected to the net. The National Institute of
Standards and Technology NIST, gives a more formal definition: “Cloud com-
puting is a model for enabling convenient, on-demand network access to a shared
pool of configurable computing resources (e.g., networks, servers, storage, applica-
tions, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction”. NIST also notes that this de-
finition will probably change over time. Cloud computing architecture has three
main deployment models which are Private, Public and Hybrid Cloud. The ser-
vices provided by Cloud computing can be categorized into three service models,
Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a
Service (IaaS). These three models often abbreviated as the SPI Service frame-
work (Z.e. SPI is short for Software, Platform and Infrastructure) are the basis of

all services provided by Cloud computing.

3.1. Infrastructure-as-a-Service

Iaa$ service model is the lowest level of service provided to the client. In this ser-
vice model, the Cloud computing client is provided with controlled access to the
virtual infrastructure. Using this access, the client can install operating system
and application software. From the client’s point of view, this model is similar to
renting the hardware from a service provider and letting the service provider
manage the hardware. This model requires the client to have highly experienced
network engineer(s). Handling everything from the operating system and up is a
big responsibility that most clients decline to handle, especially because of the
security burdens. Thus, this model is not of high preference in the Cloud com-

puting client’s society.

3.2. Platform-as-a-Service

In PaaS$, the operating system and all platform-related tools (like compilers) are
already installed for the client. These pre-installed components are also managed
by the cloud service provider. Clients have the freedom of installing additional
tools based on their needs. However, the control over the infrastructure is re-
tained by the service provider. The client controls applications development,
configuration, and deployment. The major difference between this model and
traditional web hosting is rapid provisioning. Traditional web hosting is ma-
naged manually and requires human intervention when the demand increases or

decreases. On the other hand, provisioning in Cloud computing is automatic
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and rapid. Thus, it does not require any human interventions.

3.3. Software-as-a-Service

SaaS model focuses on the application level and abstracts the user away from in-
frastructure and platform details. Usually, applications are provisioned via thin
client interfaces such as web browsers or even mobile phone apps. Microsoft’s
Outlook.com is a clear example of this. An organization can adopt Outlook.com
electronic mail service and never bother with hardware maintenance, service up-
time, security, or even operating system management. The client is given control
over certain parameters in the software configuration, for example, creating and
deleting mailboxes. These parameters can be controlled through the interface of
the application.

Cloud computing’s key security requirements coupled with Cloud computing
deployment models and Cloud computing service delivery models and can be
seen in context as a guideline to assess the security level. In Table 1 compulsory
requirements are represented by the “\” symbol and optional requirements are

« ,»

represented by the “x” symbol.

4. Proposed Security Model and Framework

In this subsection, we describe security model for Cloud computing against
threats mentioned in previous section, which focuses on scalability and security.
The model is shown in Figure 1 and it consists following security units. Table 2
shows the list of threat which was addressed in this framwrok.

User can be certificated by the 3rd party certificate authority, then can be is-
sued token for service by End User Service Portal. After joining service portal,
user can purchase and use cloud services which are provided by single service
provider. End User Service Portal which is composed access control, security
policy, Key management, service configuration, auditing management, and vir-
tual environments provides secure access control using Virtual Private Network

(VPN) and cloud service managing and configuration.

Table 1. Key security requirements coupled with cloud computing deployment models
and cloud computing service delivery models.

Cloudl\l/l);g:l)syment Private/cfgl’:imumty Public Cloud Hybrid Cloud
Confidentiality v N X X N X N x x
Integrity J v X \ x v N v v
Authentication \/ X N v X v N x x
Availability v v N X N v X x x
Accountability N x X N ~ N ~ X X

Cloud Service Delivery

SaaS Paas TaaS SaaS Paas laaS SaaS Paas IaaS
Models
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Table 2. List of threats which meet the proposed framework.

Threats and Affected cloud . L
. Definition Mitigation
Attacks services
An attacker can sniff the packet
using another device connected
to a computer and capture th
P . pture the Algorithm 1
packets transmitted. Attacker (This algorithm is
i
Reply Attack Saa$ can replay the same packets, or . & .
. explained in
even change the data contained
) K Chapter seven)
in that packet that may causing
an unaccepted behavior in the
network.
Strong password,
authentication
Occurs when an attacker d trol
and access contro
Identity Theft Taa$, Paa$, SaaS pretends to be someone else to .
K mechanisms.
get users credentials. (Unbalanced RSA
Algorithm)
It is a detached attack, which
enables programmers to
increase remote access to the
Backdoor channel undermined framework.
SaaS .
attack Utilizing backdoor channels,
programmers can have the
option to control unfortunate
casualty’s assets Algorithm 2
(This algorithm is
Attacker tries to make the explained in
services unavailable b
DOS/DDOS Application fees unav Y Chapter seven)
launching SYN flooding, UDP
Attacks Level

flooding, and ICMP flooding
attacks etc.

Victim’s Virtual Machines
Network (VMs) is flooded by means of
Level/VM Level sending requests from other
VMs in the network.

Zombie Attacks

5. Evaluation of the Proposed Framework

For implementing the proposed security framework we have developed an
Own-Cloud platform using a 64-bit quad-core processor based embedded sys-
tem (Raspberry pi) where an external hard drive is used as the cloud storage.
Raspberry pi based personal cloud server allows real time data transfer without
any data rate limitation as user is the only one who can use it. The server is built
based on a local sensor network, meaning that the Raspberry Pi and sensor node
are on the same network. However, user can access his cloud server from any-
where outside the server network by a process called port forwarding. The size of
the database depends largely on the size of the hard drive mounted on the Rasp-
berry Pi. For this prototype we have used a 32 GB SD-card for cloud storage.
However, for larger database, we can use portable hard disc of any size. Rasp-

berry pi based Own-Cloud platform is quite literally as any analytics, machine
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Eecurity Managemenit

Trust Management
J
_
Eervice Management

L J

M —

End User Service Portal

Access Control Security Policy
Key management Service Config

Auditing Management Virtual Environments

Client

) ) Sensor
Zombie b Coordinator
Proposed
Algorithms

Unbalanced
RSA
Back Door
Channel
CLIENTS
Identity Theft/
Authentication
Figure 2. Proposed attack and mitigation method.
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Table 3. Proposed mitigating algorithm for the multilayer framework.

Attacks/Threat Name Mitigating Algorithm
Zombie Attack
DoS/DDoS Algorithm 1
Back door Attack
Reply Attack Algorithm 2
Authentication Unbalanced RSA

Algorithm 1. Replay attack protection algorithm.

Algorithm: Replay_Attack_Protect (T_data, R_data, H, L)

Data: Transmitting data=T_data, Receiving data=R_data, Authorize bit=H, Unauthorized bit=L.
Result: Replay_attack=R_attack

(1) Start

(2) Connection==Serial Communication(); /*Check serial communication between router and
coordinator*/

(3) If connection==Fail

(4) Return Start; /*Step 1*/

(5) End

(6) If connection==True then

(7) T_data==Encrypt(data); /*AES 128 bit encryption*/

(8) If R_data=="H’ OR ‘L’ then /*128 bit decryption*/

(9) If R_data=="H’ OR ‘L’

(10) Initialization i, data;

(11) Fori=1 to 10 do

(12) Data=data+1;

(13) Delay==200 ms;

(14) If Data>7

(15) R_Attack==Yes;

(16) Update Web(R _attack); /*Update web page with Replay_attack data*/
(17) Send Email(Admin); /*Send email to Admin notifying Replay_attack*/
(18) Return Start; /*Step 1*/

(19) End

(20) End

(21) End

learning algorithms or signal processing techniques can be implemented using
the vast variety of Python libraries built for those purposes. We have developed

two algorithms which have been deployed in the own-cloud for mitigating the
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Algorithm 2. Flooding attack protection algorithm.

Algorithm: Flooding_attack_protect (T_data, R_data, P, H, L)

Data: Transmitting data=T_data, Receiving data=R_data, Authorize bit=H, Unauthorized bit=L.
Result: Flooding_attack=F_attack.

(1) Start

(2) Connection==Serial Communication(); /*Check serial communication between router and
coordinator*/

(3) If connection==Fail

(4) Return Start; /*Step 1*/

(5) End

(6) If connection==True then

(7) T_data==Encrypt(data); /*AES 128 bit encryption*/

(8) If R_data=="H’ OR ‘L’ then /*128 bit decryption*/

(9) Initialization I, data;

(10) Fori=1 to 20 do

(11) Data=data+1;

(12) Delay==200 ms;

(13) If Data>7

(14) F_Attack==Yes;

(15) Update Web(F_attack); /*Update web page with Flooding attack data*/
(16) Send Email(Admin); /*Send email to Admin notifying Flooding attack*/
(17) Return Start; /*Step 1*/

(18) End

(19) End

(20) End

(21) End

attacks and threats to cloud-like reply attack, DoS/DDoS, back door attack,
Zombie, etc. as mentioned in Algorithm 1 and Algorithm 2. We have used the
unbalanced RSA algorithm to reduce the risk of authentication and authoriza-
tion. All the proposed mitigation methods are tabulated in Table 3. Figure 2
represents the secured cloud system architecture after deploying the algorithms
we have developed. The system was tested to evaluate the performance of miti-
gating the threats in a sensor network. The result shows that the framework can

mitigate the threats properly.

6. Conclusion and Future Work

Security is one of the buzz word and major concerns in the information system

especially in Cloud computing where sensitive applications and data are moved
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into the cloud data centers. Cloud computing has several vulnerabilities like vir-
tualization vulnerabilities, data vulnerabilities, and software vulnerabilities. With
the improvement of Cloud computing technologies and the increasing number
of cloud users, security dimensions are increasing continuously. Our main goal
of the study is to provide protection for the user’s valuable data, stored in the
cloud from attackers or third-party authenticators. There are different types of
security threats in cloud based services. It’s complicated work to make a conver-
gence platform to face security challenges. In this paper, we reviewed the litera-
ture for security challenges in Cloud computing and proposed a security model
and a multilayer framework for secure Cloud computing environment that iden-
tifies security requirements, attacks, threats, concerns associated to the deploy-
ment of the clouds. Our proposed framework is modular in nature, means we
consider the threats individually and seek solution for each of them. This helps
to manage the cloud system more effectively and provides the administrator in-

clude the specific solution to counter the threat.
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